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Introducing SecOps DNS Protect. 
Your first line of defence against 
internet threats. 

Proactively protecting every user  
and device from phishing, malware  
and ransomware.

It’s survival of the fittest in 
the cyber security realm.

Today, “the office” can be 
anywhere. Highly mobile 
workforces and security-naive 
staff make your job harder.

Users increasingly bypass VPNs, all the while 
management keep pushing for broader digital 
footprints with rapidly blurring perimeters. Data 
and highly valuable information is continuously 
bypassing perimeter security and flowing directly 
from mobile devices and apps to the cloud. 

As if that’s not the worst of it, threats continue to 
increase in sophistication and volume. 

Simply, it’s a matter of survival of the fittest and 
you need the best defence available. 

Your new secret weapon 
in the fight against 
cybercrime. 

Monitored and managed by our 
local Security Operations Centre 
team, powered by predictive 
global threat intelligence. 

SecOps DNS Protect is your  
first line of defence against  
cyber threats. 

Block cyber attacks 
before they happen.
We’ll block requests to malicious 
destinations before a connection is 
even established.

Deploy and maintain 
without moving a muscle.
We’ll have your DNS protection up 
and running in minutes. With 100% 
business uptime. No hardware to 
install. No software to manually 
update. Leave it to us, we’ll take  
care of it all.

https://www.gartner.com/smarterwithgartner/five-steps-to-closing-saas-security-gaps-2/
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Amplify existing cyber 
security investments, 
maximise existing IT 
resources.

Be the hero; free the staff.

We’ll extend protection for devices 
and locations beyond your perimeter, 
investigate and triage security alerts, 
enrich your incident response  
data and advise you on  
appropriate actions.

Mobile workers. Branch offices. No 
sweat. Your perimeter can keep 
expanding and you’ll stay protected.

Benefits of SecOps DNS Protect 
At a glance

NZ based Security Operations Centre 
providing proactive 24 x 7 x 365 
monitoring and management 

Reduce the time to detect and 
contain threats

Increase visibility into internet 
activity across all locations  
and users

Uncover shadow IT and block  
risky apps
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Management

Visibility

• Custom block/allow lists, built-in block pages,  
and bypass options

• Enforcement & visibility per internal network  
or AD user/group

• Retain logs with Amazon Web Services 
integration using client-managed or Cisco-
managed S3 bucket

• Real-time, enterprise-wide activity  search & 
scheduled reports

• Identify targeted attacks by comparing  local 
vs. global activity

• Identify cloud & IoT usage risks by  reporting 
on 1800+ services

The details

SecOps DNS Protect is 
powered by Cisco Umbrella. It 
automatically identifies attacker 
infrastructure staged for current 
and emergent threats. This 
is captured and analysed to 
understand the relationships 
between malware, domains, IPs, 
and networks across the internet.

Combining this information 
with our 24 x 7 x 365 Security 
Operations Centre (SOC) 
team, we can detect anomolies 
and uncover both known and 
emerging threats, faster than 
ever before. 

Performance

Protection

• 100% cloud — no hardware to install or 
software to maintain

• 100% uptime — resolves 80B+ requests daily  
with no added latency

• 7M+ unique malicious destinations enforced 
concurrently across 25 data centres worldwide

• Add a new layer of predictive security for any 
device, anywhere

• Prevent malware, phishing, and C2 callbacks  
over any port

• Enforce acceptable use policies using 60 
content categories

Enforcement

• Block malicious domain requests & IP 
responses  at the DNS-layer

• Block malicious URL paths & direct IP 
connections  at the IP-layer

• Proxy risky domains for URL and file 
inspection using AV engines and Cisco 
Advanced Malware Protection (AMP)
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The SecOps Difference

24 x 7 x 365 Security  
operations centre

ISO27001 certified 

Security is our business

Offensive security skills and 
incident response

Cybersecurity experience  
and competencies

Find out more at 
secops.co.nz
Follow us on LinkedIn 
@secops-nz

Our Security Operations Centre is based in New 
Zealand with live monitoring and management 
from our local team 24 x 7 x 365. Our capability 
is underpinned by global threat intelligence and 
analytics enabling rapid response.

We’re an ISO27001 certified security operations 
centre. Our certification demonstrates that 
we operate with a stringent and continuously 
improving methodology that ensures security is 
at the very centre of our organisation.

We are 100% focused on security, making us 
cyber security and data protection specialists.
  
We adopt a systematic and thorough approach 
when it comes to assessing potential threats and 
data security solutions.

We combine our security operations centre with 
an inhouse team of offensive security experts. 
This team has extensive assessment and testing 
experience across traditional infrastructure, 
applications and cloud technologies. 

This is unique as it provides our clients with a 
partner that is approaching security operations 
from a different perspective, not just through a 
defensive analyst lens.

We have extensive consulting and managed 
security services experience and expertise. We 
encourage and passionately support a culture of 
continuous improvement through learning  
and research. 

Combining our field experience with formal 
security training enables us to attract and retain 
the best talent thereby providing our clients with 
leading industry expertise and knowledge.

SecOps NZ protects many of New 
Zealand’s largest enterprise and 
government organisations from 
cyber security threats.

Our field experience, leading 
offensive security and incident 
response team, ISO27001 
certification, and locally-based 
security operations centre help 
organisations protect their 
most valuable assets 24 x 7 x 
365, using the latest and most 
relevant technology, advice  
and support. 
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